DATA PROTECTION POLICY
Introduction
1.

Dulwich College needs to collect, store and process personal data in order to carry out its functions
and activities. The College is a data controller for most of the personal data it processes and is
committed to full compliance with the applicable data protection legislation (including the General
Data Protection Regulation, or GDPR).

2.

Personal data means any information relating to an identified or identifiable natural person (referred
to as a ‘data subject’). The information covered by the policy includes all information used or
transmitted by or on behalf of the College, in whatever media. This includes personal data held on
computer systems, hand-held devices, phones and paper records.

3.

This Policy also extends to the College’s trading subsidiaries, Dulwich College Enterprises Ltd and
Dulwich College Enterprises Overseas Ltd and references to “the College” and “we” in this policy
includes those subsidiaries.

Data protection principles
4.

The College will comply with the following data protection principles when processing personal data:
•

we will process personal data lawfully, fairly and in a transparent manner;

•

we will collect personal data for specified, explicit and legitimate purposes only, and will not
process it in a way that is incompatible with those legitimate purposes;

•

we will only process the personal data that is adequate, relevant and necessary for the relevant
purposes;

•

we will keep accurate and up to date personal data, and take reasonable steps to ensure that
inaccurate personal data are deleted or corrected without delay;

•

we will keep personal data in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the data are processed; and
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•

we will take appropriate technical and organisational measures to ensure that personal data are
kept secure and protected against unauthorised or unlawful processing, and against accidental
loss, destruction or damage.

Basis for Processing personal data
5.

In relation to any processing activity that involves personal data we will review the purposes of the
particular processing activity, and select the most appropriate lawful basis for that processing, i.e.:
•

that the processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a contract;

•

that the processing is necessary for the purposes of the legitimate interests of the College or a
third party (except where those interests are overridden by the interests of fundamental rights
and freedoms of the data subject);

•

that the data subject has consented to the processing;

•

that the processing is necessary for compliance with a legal obligation to which the College is
subject;

•

that the processing is necessary for the protection of the vital interests of the data subject or
another natural person (e.g. safeguarding); or

•

that the processing is necessary for the performance of a task carried out in the public interest
or exercise of official authority by the College.

6.

Except where the processing is based on consent, we will satisfy ourselves that the processing is
necessary for the purpose of the relevant lawful basis (i.e. that there is no other reasonable way to
achieve that purpose).

Sensitive personal data
7.

Sensitive personal data (sometimes referred to as ‘special categories of personal data’) are personal
data revealing an individual’s racial or ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership; data concerning health or sex life and sexual orientation; genetic
data or biometric data.
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8.

The College may from time to time need to process sensitive personal data. We will only process
sensitive personal data if we have a lawful basis for doing so (see above) and one of the special
conditions for processing sensitive personal data applies, e.g.:
•

the data subject has given explicit consent;

•

the processing is necessary for the purposes of exercising the employment law rights or
obligations of the College or of the data subject;

•

the processing is necessary to protect the data subject’s vital interests and the data subject is
physically or legally incapable of giving consent;

•

the processing relates to personal data which are manifestly made public by the data subject;

•

the processing is necessary for the establishment, exercise or defence of legal claims; or

•

the processing is necessary for reasons of substantial public interest.

Data privacy impact assessments
9.

Where processing is likely to result in a high risk to an individual’s data protection rights (e.g. where
the College is planning to use a new form of technology), we will, before commencing the processing,
carry out a data privacy impact assessment (or DPIA) to assess whether the processing is necessary
and proportionate in relation to its purpose, the risks to individuals; and what measures can be put
in place to address those risks and protect personal data.

Documentation and records
10.

We will keep written records of processing activities and conduct periodic reviews of the personal
data we process and update our documentation accordingly.

11.

The College will issue privacy notices from time to time, informing people about the personal data
that we collect and hold relating to them, how they can expect their personal data to be used and
for what purposes. We will take appropriate measures to provide information in privacy notices in a
concise, transparent, intelligible and easily accessible form, using clear and plain language.

Individual rights

DATA PROTECTION (GDPR)| 2018

Page 4 of 6

12.

Data subjects have various rights in relation to their personal data, including the following (subject
to various legal exceptions):
•

to be informed about how, why and on what basis that data is processed (at the College, we
customarily do that via privacy notices);

•

to obtain confirmation that their data is being processed and to obtain access to it and certain
other information, by making a ‘subject access request’;

•

to have data corrected if it is inaccurate or incomplete; and

•

to have data erased if it is no longer necessary for the purpose for which it was originally
collected/processed, or if there are no overriding legitimate grounds for the processing (this is
sometimes known as ‘the right to be forgotten’).

Children
13.

Children aged 13 and above are generally assumed to have the requisite level of maturity to make
decisions about their personal data (e.g. to give consent to processing or to make a subject access
request themselves), although this will depend on both the child and the personal data requested,
including any relevant circumstances at home. Children younger than 13 may be sufficiently mature.

Individual obligations
14.

Individuals are responsible for helping the College keep their personal data up to date. Individuals
should let the College know if the information they have provided to the College changes (for
example if they move house or change bank).

15.

Members of staff (including self-employed contractors and contractors who work for the College via
service companies) will have access to the personal data of other members of staff, pupils, alumni,
parents, prospective parents, clients and others in the course of their employment or engagement.
The College expects staff to help the College meet its data protection obligations. In particular, staff
must only access the personal data that they have authority to access, and only for authorised
purposes and must only allow others to access personal data if they have appropriate authorisation
to do so.
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Information security
16.

The College will use appropriate technical and organisational measures to keep personal data secure,
and in particular to protect against unauthorised or unlawful processing and against accidental loss,
destruction or damage.

17.

Where the College uses external organisations to process personal data on its behalf, appropriate
arrangements need to be implemented in contracts with those organisations to safeguard the
security of personal data.

Retention of personal data
18.

Personal data (and sensitive personal data) should not be retained for any longer than necessary.
The length of time over which data should be retained will depend upon the circumstances, including
the reasons why the personal data was obtained.

19.

Personal data (and sensitive personal data) that is no longer required will be deleted permanently
from our information systems and any hard copies will be destroyed securely.

Data breaches
20.

The College will:
•

investigate any reported actual or suspected data security breach;

•

where applicable, make the required report of a data breach to the Information
Commissioner’s Office without undue delay and, where possible within 72 hours of becoming
aware of it, if it is likely to result in a risk to the rights and freedoms of individuals; and

•

notify the affected individuals if a data breach is likely to result in a high risk to their rights and
freedoms and notification is required by law.

International transfers
21.

The College may transfer personal data outside the European Economic Area 1 to other countries on
the basis that such countries are designated as having an adequate level of protection or that the

1

The EEA comprises the countries in the European Union and Iceland, Liechtenstein and Norway.
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organisation receiving the information has provided adequate safeguards (e.g. by way of binding
corporate rules or standard data protection clauses) or where we obtain the relevant data subjects’
explicit consent to such transfers. We will inform data subjects of any envisaged international
transfers in the relevant privacy notice.
Consequences of failing to comply
22.

The College takes compliance with this policy very seriously. Failure to comply with the policy puts at
risk the data subjects whose personal data is being processed, may result in in significant civil
sanctions for the College and may amount to a criminal offence by the individual in breach. Because
of the importance of this policy, an employee’s failure to comply with any requirement of it may lead
to disciplinary action under the College’s disciplinary procedures. In the case of a contractor, their
contract with the College may be terminated.

Training
23.

Staff will receive appropriate training regarding their data protection responsibilities.

Queries
24.

If you have any query about this Policy or believe that the College may have breached the data
protection legislation, please contact the Clerk to Governors, Dulwich College, Dulwich Common,
London SE21 7LD. Phone: 0208 299 9306 Email: legal@dulwich.org.uk

25.

Individuals have the right to take any complaints about how the College processes their personal
data to the Information Commissioner’s Office (ICO), Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF (Tel: 0303 123 1113 Website: www.ico.org.uk/concerns). Please note that the
ICO recommends that steps are taken to resolve matters with the relevant organisation before
involving the ICO.
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